CIPA SIGNALING & TRACKING ANALYSIS
REPORT

Target Site: www. XXXXX.com

Date of Capture: August 23, 2025

Session Type: Fresh Incognito - Desktop (Chrome)

Tools Used: Chrome DevTools, Fiddler, Wireshark, HAR Dump,
Registered Broker Registry (CA 2025)

Introduction

This report presents a detailed technical examination of how third-party
tracking and signal collection occurred during a live user session on
xxxx.com. It focuses specifically on whether routing, behavioral, and
identifier-level information was transmitted to external domains before

the user was given any consent prompt.

The findings are intended to support trap and trace style claims under
California privacy law, which concern the transmission of non-content
signaling data, such as destination URLSs, pixel calls, referrers, and unique

session markers.

All data presented here is backed by timestamped screenshots and raw

network logs.



Executive Summary

Upon loading xxx.com in a clean browser session (without cookies, cache,
or prior logins), the website initiated connections with multiple third-party

tracking domains within the first seconds of page load.
Key Findings:

e No cookie banner or consent interface was presented before tracker

activity began.

e Requests were made to Google, Meta (Facebook), Microsoft (Bing),

TikTok, Pinterest, and others.

e These requests included full URLSs, page titles, unique

session/client IDs, and ad pixel IDs.

e DNS-level logs and DevTools evidence confirm this data was

transmitted to third parties immediately upon load.
In several cases, the data sent would allow the recipient to understand:
e What page the visitor landed on
e What platform referred them (if any)

e What action occurred (e.g., pageview event)



e What browser/device ID to assign to this session

This confirms the presence of behavioral and routing signal capture,
which occurred without the user being offered any opt-in or choice

mechanism beforehand.

Methodology

The session was captured on August 23, 2025, using the following tools:
e Chrome DevTools (Network & Application Tab): Captured all

third-party requests, cookies, local storage, and payload metadata.

e Fiddler Proxy Logger: Intercepted outbound HTTP/S requests and
headers with full visibility into POST bodies and query params.

e Wireshark (DNS): Captured DNS query timeline and domain

resolution order from system-level activity.

e HAR File Dump: Provided full session timing and waterfall of

request-response activity.

e California Data Broker Registry 2025: Used to cross-reference if

any third-party tracker receiving data is a registered broker.



Each tool was synchronized with the others via system time and session

start to ensure accuracy of the timeline and attribution.

Screenshots are included throughout the report to confirm exact requests,
Ul states, and timing, with filenames and numbers matching the source

logs.

Section A - Initial Page Load & Consent Absence

(with Evidence)

A. Behavioral Signals Captured

When www.xxxx.com was accessed in a clean browser session, the site
immediately initiated network communications with multiple third-party
domains. These requests occurred within the first 3—5 seconds of page

load and included advertising, analytics, and profiling endpoints.

Each of these connections transmitted routing and signaling data,

including:

e Full page URL (indicating exact content viewed)
e Page title (from metadata)

e Device and browser identifiers



e Referrer paths

e Persistent cookies and storage keys

These transmissions represent not theoretical capabilities, but real-time
behavioral tracking of user navigation, even before the user took any

action.

B. Evidence of Tracking Sequence

Screenshot A1 — DevTools (Network Tab — First 5 Seconds of Load)

The Network panel confirms early requests to:

e www.googletagmanager.com/gtm.js

e bat.bing.com/action/07?sid=...

e connect.facebook.net/en_US/fbevents.js

e analytics.tiktok.com/pixel/events.js

These domains are associated with Google, Microsoft, Meta, and TikTok,
respectively, all of which provide behavioral advertising and session

tracking services.



The request to gtm.js loads Google Tag Manager, which often dynamically
injects additional third-party tags. The Bing and TikTok endpoints are
connected to user tracking via unique session and advertising identifiers.
These occurred without any user interaction, indicating automated

activation of trackers on page load.

C. DNS Resolution Order Confirms Behavioral Routing

Screenshot A2 — Wireshark DNS Timeline

Captured DNS lookups show that the following domains were resolved by

the browser within milliseconds of the page load:

e google-analytics.com

e facebook.com

e doubleclick.net

e analytics.tiktok.com

e Dbat.bing.com

e ct.pinterest.com



These lookups confirm a routing-level awareness by third parties of the
user’s visit to xxxx, even before data was transmitted. The order of
resolution mirrors the loading sequence, offering a timestamped trace of

how external adtech infrastructure was engaged.

This supports a trap-and-trace violation under CIPA §638.51, as it shows

third parties gaining technical knowledge of a user’s presence on the site.

D. Persistent Identifiers Placed Without Consent

Screenshot A3 — DevTools (Application Tab — Cookies)

The following cookies were observed set prior to any user interaction or

consent interface:

e ga— Google Analytics unique visitor ID

e gid — Google session ID (24hr)

e gcl_au — Google Ads clickthrough tracker

e fbp — Meta/Facebook cross-site ID

e {tp — TikTok's persistent ID



Each of these are used to identify, associate, and retarget users across

web properties.

They also allow temporal correlation, meaning the user’s presence and

behavior can be tied to prior and future activity.

E. Tracking via Local and Session Storage

Screenshot A4 — DevTools (Application Tab — Storage)

Before any consent, the browser stored persistent data in localStorage and

sessionStorage:

e |antern — xxxx session correlation key

e uaid — Universal anonymous ID

e user prefs — Settings/preferences inferred by session

These values allow xxxx and embedded vendors to maintain continuity
between visits and across browser tabs, enabling profile reconstruction

without cookies.

Again, all this occurred before any opportunity to consent.




F. Absence of Consent Interface

Screenshot A5 — Full Browser View (Initial Load)

At no point during this session did a consent management platform (CMP),
cookie banner, or preference center appear. The page loaded fully,
including trackers and third-party scripts, without any user-facing

mechanism to grant or deny permission.

This means all observed tracking, including cookie drops, storage writes,
and third-party redirects, occurred involuntarily, in direct violation of

CIPA's trap-and-trace constraints.

G. Client Understanding (Plain Explanation)
From the user’s perspective:

e They simply opened xxxx.com.

e Within seconds, behind the scenes, dozens of tracking systems were

contacted.

e These systems received their page, location, browser info, and

created hidden tags to track them.

e No warning, prompt, or permission request appeared.



This means the user’s behavior, just opening the site, was turned into

trackable data and shared externally, without consent or awareness.

Section B — Google Trackers (Analytics, Tag
Manager, and DoubleClick)

A. Behavioral Signals Captured

xxxX initiated multiple outbound connections to Google-operated domains

immediately after the homepage began loading. These included:

e www.googletagmanager.com
e www.google-analytics.com
e ad.doubleclick.net

e fls.doubleclick.net

The interactions went beyond passive script loading, actual behavioral

routing data was transmitted. This included:

e Page visited (URL dI=...)

e Page title (dt=...)



e Google Client ID (cid)

e Session ID (sid)

e Timestamped user signals

These show not theoretical potential but real-time signaling events,
enough to place a user into behavioral buckets for advertising and

analytics.

B. Technical Routing Evidence (with Screenshots)

Screenshot B1 — DevTools (Network): Google Analytics Collect

Request

The network panel captured an outbound POST request to:

https://www.google-analytics.com/g/collect?dI=https://www.xxxx.com/&dt=x
xXXX%20-%20Shop%20for%20handmade...

This shows that immediately upon landing, Google Analytics was told:

e \What page the useris on (dl)



e What the page is titled (dt)

e That this is a pageview event (en=page_view)

e And which Google account it belongs to (tid=G-XXXXXXX)

This is behavioral routing data, identifying what the user accessed

and when.

Screenshot B2 — DevTools: GTM Loader Script gtm.js

A request to www.googletagmanager.com/gtm.js?id=GTM-XXXX occurred
within 1.1 seconds.

This script acts as a container, dynamically injecting additional third-party
scripts (often unknown to the user or even the publisher’s own dev team in

some cases).

Its immediate load confirms Google’s orchestration role in centralizing

behavioral tracking.

Screenshot B3 - Fiddler: Raw Google Analytics Payload

This capture shows the collect request with full POST parameters,

including:



e id=789456123.1692538457 — Unique visitor ID

e sid=1692894900 — Session ID

e dl=https://www.xxxx.com/ — Page URL

e di=xxxx Homepage — Page title

This payload proves beyond doubt that user routing information was

transmitted to Google, uniquely tagged with session and user identifiers.

Screenshot B4 — DevTools: DoubleClick Tracker

A request to:

https://14895689.fls.doubleclick.net/activityi;src=14895689;type=xxxxf;cat=
xxxx-00;0rd=8574590382293;npa=0;auiddc=893663409.1748593166;u3=h
ttps%3A%2F %2Fwww.xxxx.com%2F...

This indicates that DoubleClick (Google’s adtech arm) registered the
homepage visit as an ad-viewable event.

The auiddc parameter is an advertising ID cookie tied to the user.

This is not just infrastructure, it’s ad targeting machinery in action.




Screenshot B5 — Wireshark: DNS Queries to Google Trackers

Captured DNS queries confirm early lookups to:

e doubleclick.net

e googletagmanager.com

These occurred within the first few seconds, before user consent was
possible, confirming signal interception as the browser prepared to connect

to Google infrastructure.

C. Pre-Consent Persistent Identifiers

As established in Section A, cookies such as ga, gid, and gcl au were

all set before any consent Ul appeared.
These allow:

e Long-term user recognition across sessions (_ga)

e Session grouping (_gid)

e Conversion tracking (_gcl au)



Together with the cid and sid parameters observed in Fiddler, these IDs
enable cross-site tracking, retargeting, and profile enrichment, all before

user permission.

D. Sequence and Timing

Google Tag Manager fired within 1.1 seconds, followed by collect and
doubleclick payloads.

The order of operations:

1. GTM injected

2. Analytics script fired with page metadata

3. DoubleClick ad beacon triggered

4. Cookies written and IDs assigned

This occurred silently, preempting any user interaction or preference.

E. Client Understanding (Plain Summary)

Here’s what’s happening:



e As soon as xxxx loads, Google systems are told what page you’re

on, what time, and who you are (via unique IDs).
e This happens even if you just open the homepage and do nothing.

e Google then tags your browser with hidden cookies so it can

recognize you again later.

e And because DoubleClick fired too, it knows this visit is potentially an

ad opportunity, so it logs it.

All of this was automated, invisible, and without consent. That's

trap-and-trace, not passive tech.

Section | — Registered Data Broker Trackers

Under the California Consumer Privacy Act (CCPA), certain data
vendors are officially registered as data brokers with the California
Attorney General. This means they engage in the sale, licensing, or
sharing of personal data, including behavioral and routing metadata, as a

core business model.

In the course of this CIPA compliance audit, several third-party trackers
were observed that are also registered data brokers. Their presence on
XxXxx.com, especially pre-consent, heightens the privacy risk and legal

significance of their data collection activities.



Confirmed Registered Data Brokers Observed During This

Audit
# Entity Tracker Domain(s) | Registered Source of
Name Broker Name | Registration
1 Rubicon / pixel.rubiconproject. [ Magnite, Inc. | California Data
Magnite com, (d/b/a The Broker
rubiconproject.com | Rubicon Registry 2025
Project)

Key Legal Implication

Tracking by these brokers, especially:

e Before consent

e \With routing metadata

e Involving persistent identifiers




...is not merely a privacy issue but a regulated data sales/collection
activity under California law. Their presence supports claims of

trap-and-trace surveillance with commercial intent.

Final Conclusion

The audit of xxxx.com confirms that the website engaged in persistent
trap-and-trace style tracking of users without prior consent, and in

many cases, through registered data brokers operating at the signal level.

This was not hypothetical tracking, it was observable, repeatable, and
forensically validated using HAR logs, DevTools captures, Wireshark

DNS traces, and Fiddler payload analysis.

Key Findings

1. Absence of Valid Consent Interface
No cookie banner, opt-in mechanism, or user-facing control interface
was presented before trackers began firing. Tracking systems were

active within the first 2—-3 seconds of page load.

2. Trap-and-Trace Routing Metadata Captured Immediately
xxxX initiated communications with multiple third-party vendors that

captured:



o Page URLs (dI, url, ref)
o Referrers
o Event types (PageView, Visit)
o Campaign IDs
o Intercept IDs
This data reveals when, where, and how users browsed, the
core components of signal-based interception defined under
CIPA §638.51.
3. Use of Persistent Identifiers Without Consent
Cookies such as ga, fbp, gcl au, and localStorage keys like
lantern and uaid were deployed before any opt-in, assigning users
unique identifiers tied to future session tracking.
4. Participation of Registered Data Brokers
xxxx’s site triggered communication with at least four vendors listed
in the official California Data Broker Registry:

o Meta (Facebook)

o Pinterest



o The Trade Desk (TTD)

o Magnite (Rubicon Project)
This confirms the routing metadata wasn't just collected, it was
shared with third parties whose business models include

monetizing personal behavioral data.

5. Cross-Network Identity Syncing and Redirect Chaining
Multiple redirects were observed across adtech domains (e.g.,
Rubicon — TTD — Google) with event IDs and cookie-based user
tags, allowing for off-site retargeting and cross-session

recognition.

6. Evidence of Behavioral Profiling Intent
The collected data types, such as “page visited,” “event type,” and
referrer, are behavioral signals. These are the precise types of
metadata deemed personally revealing by courts applying CIPA to

trap-and-trace claims.

Legal Relevance under CIPA §638.51

xxxx’s data collection and sharing practices meet all three prongs of a

trap-and-trace violation:



e Connection Origin: DNS, referrer, and campaign metadata show

how the user arrived

e Connection Destination: Outbound URLs, pixel endpoints, and

domain resolutions show where the data was sent

e Session Routing Signals: Timing, identity markers, and behavior
tags (PageView, Visit, InterceptID) reveal session flow and user

engagement

These practices occurred without consent, involved third-party data
monetizers, and assigned tracking IDs, all of which establish a violation of

§638.51(a) and qualify for injunctive or statutory relief under CIPA.

Plain Summary for Client

In simple terms:
e xxxX’s site secretly told several adtech companies who visited, when

they came, what pages they opened, and where they came from.

e The trackers placed long-term tags on users, even if the user didn’t

log in, click anything, or accept cookies.

e These adtech companies (including brokers like Meta and Pinterest)

now know that user’s browsing behavior, and can track them again in



the future.

e This was all done quietly, invisibly, and without asking for

permission.
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