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Domain test-website

Report ID AUD-TESTWEBSITE-20260219123911

Framework GDPR — General Data Protection Regulation

Jurisdiction European Union

Capture Source HAR Runtime Session

Capture Timestamp 2026-01-27T23:17:38.431Z

Total Requests 2,125

Unique Domains 69

Third-Party Domains 65

Overall Risk CRITICAL

Report Generated 2026-02-19T12:39:11Z
I N

CRITICAL 19 4 2 0

This report documents observed transmission patterns and network-level behaviour captured during automated page
rendering. It does not determine regulatory liability or constitute legal advice.
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1 Executive Technical Summary

This report documents structured runtime network behaviour observed during automated page rendering of test-website. The
analysis was conducted under the GDPR (General Data Protection Regulation) framework, applicable in European Union.

Capture Metrics

Total HTTP requests recorded 2,125
Unique domains contacted 69
Third-party domains contacted 65
Trackers identified 23
Pre-interaction trackers 1
Critical findings 19

High findings 4
Advertising endpoints Detected
Session Replay endpoints Detected
Fraud/Bot mitigation Detected

Behavioural Indicators Observed

 Third-party execution initiated during initial page render

* Multi-platform advertising endpoints triggered

» High-frequency behavioural ingestion detected (548 requests to top tracker)
* Concurrent activation of monitoring and experimentation frameworks

e 1 tracker(s) activated before user interaction was possible
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2 Runtime Metrics Dashboard

Third-Party Category Distribution (Observed)

Category Trackers Detected Total Requests m

Advertising / Marketing Pixel

Performance Monitoring 2 126
Personalization / Experimentation 2 140
Fraud / Bot Detection 2 22
Session Replay / Behavioral Analytics 1 548
Brand Protection 1 41

Live Chat / Support 1 18
Tag Management 1 16
Web Analytics 1 12
Consent Management Platform 1 12
Feature Flags / LaunchDarkly 1 8

CDN / Infrastructure 1 5

High-Activity Third-Party Domains

ingest.quantummetric.com Session Replay / Behavioral Analytics
bf60466jbw.bf.dynatrace.com 118 Performance Monitoring

us3-api.eng.bloomreach.com 81 Personalization / Experimentation No
cdn.optimizely.com 59 Personalization / Experimentation No
analytics.tiktok.com 45 Advertising / Marketing Pixel No
logx.optimizely.com 43 Unknown No
portal.brandlock.io 41 Brand Protection No
tr.snapchat.com 31 Advertising / Marketing Pixel No
cdn0.forter.com 25 Unknown No
ct.pinterest.com 24 Advertising / Marketing Pixel No
ad.doubleclick.net 22 Advertising / Marketing Pixel No
13303995.fls.doubleclick.net 22 Unknown No
collector-pxfrhhzvid.px-cloud.net 20 Fraud / Bot Detection No
sierra.chat 18 Live Chat / Support No
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events.launchdarkly.com 18 Unknown No
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3 Structured Timestamp Sequence Table

Representative chronological sequence of third-party activations (relative to initial request start).

(S e[

bf60466jbw.bf.dynatrace.com POST Performance Monito
2 2313 ingest.quantummetric.com POST  Session Replay /B No
3 4312 analytics.tiktok.com POST  Advertising / Mark No
4 5622 tr6.snapchat.com POST  Advertising / Mark No
5 6239 collector-pxfrhhzvid.px-cloud.net POST  Fraud/ Bot Detect No
6 6465 17de4c14.akstat.io POST  Unknown No
7 6468 portal.brandlock.io GET Brand Protection No
8 6469 tr.snapchat.com POST  Advertising / Mark No
9 6607 ingesteer.services-prod.nsvcs.net POST Performance Monito No
10 6624 bat.bing.com POST  Advertising / Mark No
11 6644 cdn.optimizely.com GET Personalization / No
12 7597 s.go-mpulse.net GET Unknown No
13 7636 a4806508815319040.cdn.optimizely.com GET Unknown No
14 8028 c.go-mpulse.net GET Unknown No
15 8592 logx.optimizely.com POST Unknown No

Observational Notes:
* Third-party execution begins within the first second of page initialisation.
* Behavioural telemetry endpoints activate early in the loading sequence.

* Advertising pixels trigger during initial rendering phase.
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4 Third-Party Domain Classification

Category

Countr

Requests

“

ingest.quantummetric.com
bf60466jbw.bf.dynatrace.com
us3-api.eng.bloomreach.com
cdn.optimizely.com
analytics.tiktok.com
portal.brandlock.io
tr.snapchat.com

ct.pinterest.com
ad.doubleclick.net
collector-pxfrhhzvid.px-cloud.net
sierra.chat
www.googletagmanager.com
googleads.g.doubleclick.net
bat.bing.com

www.google.com
analytics.google.com
cdn.cookielaw.org
adservice.google.com
tr6.snapchat.com
app.launchdarkly.com
ingesteer.services-prod.nsvcs.net
d282586ropmwha8.cloudfront.net

f943c7a9bc9a.cdn4.forter.com

Quantum Metric Inc
Dynatrace LLC
Bloomreach Inc
Optimizely Inc
ByteDance Ltd
BrandLock

Snap Inc
Pinterest Inc
Google LLC
HUMAN Security
Sierra Al

Google LLC
Google LLC
Microsoft Corp
Google LLC
Google LLC
OneTrust LLC
Google LLC
Snap Inc
LaunchDarkly Inc
Unknown
Amazon Web Services

Forter Inc

Session Replay / Behav
Performance Monitoring
Personalization / Expe
Personalization / Expe
Advertising / Marketin
Brand Protection
Advertising / Marketin
Advertising / Marketin
Advertising / Marketin
Fraud / Bot Detection
Live Chat / Support

Tag Management
Advertising / Marketin
Advertising / Marketin
Advertising / Marketin
Web Analytics

Consent Management Pla
Advertising / Marketin
Advertising / Marketin
Feature Flags / Launch
Performance Monitoring
CDN / Infrastructure

Fraud / Bot Detection

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

us

us

us

us

CN/US

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

548

118

81

59

45

41

31

24

22

20

18

16

15

14

13

12

12

11
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5 Compliance Findings — GDPR

The following findings were generated by applying GDPR (General Data Protection Regulation) rules to the detected trackers.
Each finding includes the applicable legal reference, risk level, and remediation guidance.

B CRITICAL Risk Findings (19)

Finding 1: Advertising pixels require prior explicit consent CRITICAL

Domain: ad.doubleclick.net | Tracker: Google DoubleClick | Requests: 22 | Pre-Interaction: No
Legal Reference: GDPR Art. 6(1)(a), Art. 7; ePrivacy Directive Art. 5(3)

Detail: Google DoubleClick (Google LLC) was detected on ad.doubleclick.net with 22 requests. Data collected: User identifiers, browsing
history, conversion events. Data transfer to: US. Advertising tracking pixels that collect personal data must not fire before obtaining valid,
freely given, specific, informed and unambiguous consent from the data subject.

Remediation: Implement a consent management platform (CMP). Ensure advertising tags are blocked until consent is obtained. Do not fire
pixels on page load.

Finding 2: Cross-site tracking requires disclosure and consent CRITICAL

Domain: ad.doubleclick.net | Tracker: Google DoubleClick | Requests: 22 | Pre-Interaction: No
Legal Reference: GDPR Art. 13, 14; ePrivacy Directive

Detail: Google DoubleClick (Google LLC) was detected on ad.doubleclick.net with 22 requests. Data collected: User identifiers, browsing
history, conversion events. Data transfer to: US. Third-party advertising networks that track users across multiple websites must disclose this
activity and obtain consent.

Remediation: Disclose all cross-site tracking in privacy policy. Implement consent gate before advertising pixels load.

Finding 3: Advertising pixels require prior explicit consent CRITICAL

Domain: adservice.google.com | Tracker: Google AdService | Requests: 11 | Pre-Interaction: No
Legal Reference: GDPR Art. 6(1)(a), Art. 7; ePrivacy Directive Art. 5(3)

Detail: Google AdService (Google LLC) was detected on adservice.google.com with 11 requests. Data collected: Ad targeting data, user
identifiers. Data transfer to: US. Advertising tracking pixels that collect personal data must not fire before obtaining valid, freely given,
specific, informed and unambiguous consent from the data subject.

Remediation: Implement a consent management platform (CMP). Ensure advertising tags are blocked until consent is obtained. Do not fire
pixels on page load.

Finding 4: Cross-site tracking requires disclosure and consent CRITICAL

Domain: adservice.google.com | Tracker: Google AdService | Requests: 11 | Pre-Interaction: No
Legal Reference: GDPR Art. 13, 14; ePrivacy Directive

Detail: Google AdService (Google LLC) was detected on adservice.google.com with 11 requests. Data collected: Ad targeting data, user
identifiers. Data transfer to: US. Third-party advertising networks that track users across multiple websites must disclose this activity and
obtain consent.

Remediation: Disclose all cross-site tracking in privacy policy. Implement consent gate before advertising pixels load.
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Finding 5: Advertising pixels require prior explicit consent CRITICAL

Domain: analytics.tiktok.com | Tracker: TikTok Pixel | Requests: 45 | Pre-Interaction: No
Legal Reference: GDPR Art. 6(1)(a), Art. 7; ePrivacy Directive Art. 5(3)

Detail: TikTok Pixel (ByteDance Ltd) was detected on analytics.tiktok.com with 45 requests. Data collected: Page views, events, user
identifiers. Data transfer to: CN/US. Advertising tracking pixels that collect personal data must not fire before obtaining valid, freely given,
specific, informed and unambiguous consent from the data subject.

Remediation: Implement a consent management platform (CMP). Ensure advertising tags are blocked until consent is obtained. Do not fire
pixels on page load.

Finding 6: Cross-site tracking requires disclosure and consent CRITICAL

Domain: analytics.tiktok.com | Tracker: TikTok Pixel | Requests: 45 | Pre-Interaction: No
Legal Reference: GDPR Art. 13, 14; ePrivacy Directive

Detail: TikTok Pixel (ByteDance Ltd) was detected on analytics.tiktok.com with 45 requests. Data collected: Page views, events, user
identifiers. Data transfer to: CN/US. Third-party advertising networks that track users across multiple websites must disclose this activity and
obtain consent.

Remediation: Disclose all cross-site tracking in privacy policy. Implement consent gate before advertising pixels load.

Finding 7: Advertising pixels require prior explicit consent CRITICAL

Domain: bat.bing.com | Tracker: Microsoft Bing Ads | Requests: 14 | Pre-Interaction: No
Legal Reference: GDPR Art. 6(1)(a), Art. 7; ePrivacy Directive Art. 5(3)

Detail: Microsoft Bing Ads (Microsoft Corp) was detected on bat.bing.com with 14 requests. Data collected: Page views, events, device
identifiers. Data transfer to: US. Advertising tracking pixels that collect personal data must not fire before obtaining valid, freely given,
specific, informed and unambiguous consent from the data subject.

Remediation: Implement a consent management platform (CMP). Ensure advertising tags are blocked until consent is obtained. Do not fire
pixels on page load.

Finding 8: Cross-site tracking requires disclosure and consent CRITICAL

Domain: bat.bing.com | Tracker: Microsoft Bing Ads | Requests: 14 | Pre-Interaction: No
Legal Reference: GDPR Art. 13, 14; ePrivacy Directive

Detail: Microsoft Bing Ads (Microsoft Corp) was detected on bat.bing.com with 14 requests. Data collected: Page views, events, device
identifiers. Data transfer to: US. Third-party advertising networks that track users across multiple websites must disclose this activity and
obtain consent.

Remediation: Disclose all cross-site tracking in privacy policy. Implement consent gate before advertising pixels load.

Finding 9: Advertising pixels require prior explicit consent CRITICAL

Domain: ct.pinterest.com | Tracker: Pinterest Tag | Requests: 24 | Pre-Interaction: No
Legal Reference: GDPR Art. 6(1)(a), Art. 7; ePrivacy Directive Art. 5(3)

Detail: Pinterest Tag (Pinterest Inc) was detected on ct.pinterest.com with 24 requests. Data collected: Page views, events, user identifiers.
Data transfer to: US. Advertising tracking pixels that collect personal data must not fire before obtaining valid, freely given, specific, informed
and unambiguous consent from the data subject.

Remediation: Implement a consent management platform (CMP). Ensure advertising tags are blocked until consent is obtained. Do not fire
pixels on page load.

Auditzo — Automated Runtime Tracking Documentation Report




AUDITZO test-website | GDPR | AUD-TESTWEBSITE-20260219123911

Finding 10: Cross-site tracking requires disclosure and consent CRITICAL

Domain: ct.pinterest.com | Tracker: Pinterest Tag | Requests: 24 | Pre-Interaction: No
Legal Reference: GDPR Art. 13, 14; ePrivacy Directive

Detail: Pinterest Tag (Pinterest Inc) was detected on ct.pinterest.com with 24 requests. Data collected: Page views, events, user identifiers.
Data transfer to: US. Third-party advertising networks that track users across multiple websites must disclose this activity and obtain
consent.

Remediation: Disclose all cross-site tracking in privacy policy. Implement consent gate before advertising pixels load.

Finding 11: Advertising pixels require prior explicit consent CRITICAL

Domain: googleads.g.doubleclick.net | Tracker: Google Ads | Requests: 15 | Pre-Interaction: No
Legal Reference: GDPR Art. 6(1)(a), Art. 7; ePrivacy Directive Art. 5(3)

Detail: Google Ads (Google LLC) was detected on googleads.g.doubleclick.net with 15 requests. Data collected: Conversion events, click
IDs. Data transfer to: US. Advertising tracking pixels that collect personal data must not fire before obtaining valid, freely given, specific,
informed and unambiguous consent from the data subject.

Remediation: Implement a consent management platform (CMP). Ensure advertising tags are blocked until consent is obtained. Do not fire
pixels on page load.

Finding 12: Cross-site tracking requires disclosure and consent CRITICAL

Domain: googleads.g.doubleclick.net | Tracker: Google Ads | Requests: 15 | Pre-Interaction: No
Legal Reference: GDPR Art. 13, 14; ePrivacy Directive

Detail: Google Ads (Google LLC) was detected on googleads.g.doubleclick.net with 15 requests. Data collected: Conversion events, click
IDs. Data transfer to: US. Third-party advertising networks that track users across multiple websites must disclose this activity and obtain
consent.

Remediation: Disclose all cross-site tracking in privacy policy. Implement consent gate before advertising pixels load.

Finding 13: Session replay tools require valid legal basis CRITICAL

Domain: ingest.quantummetric.com | Tracker: Quantum Metric | Requests: 548 | Pre-Interaction: No
Legal Reference: GDPR Art. 6(1)(a)/(f), Art. 9; EDPB Guidelines 01/2020

Detail: Quantum Metric (Quantum Metric Inc) was detected on ingest.quantummetric.com with 548 requests. Data collected: Full session
recordings, clicks, scrolls, keystrokes. Data transfer to: US. Session replay and behavioral analytics tools record detailed user interactions
including potential sensitive data. These require explicit consent or a robust legitimate interest assessment.

Remediation: Block session replay until consent obtained. Implement data minimisation — mask form fields and sensitive Ul elements.
Conduct and document a Legitimate Interest Assessment (LIA).

Finding 14: Advertising pixels require prior explicit consent CRITICAL

Domain: tr.snapchat.com | Tracker: Snapchat Pixel | Requests: 31 | Pre-Interaction: No
Legal Reference: GDPR Art. 6(1)(a), Art. 7; ePrivacy Directive Art. 5(3)

Detail: Snapchat Pixel (Snap Inc) was detected on tr.snapchat.com with 31 requests. Data collected: Conversion events, device identifiers.
Data transfer to: US. Advertising tracking pixels that collect personal data must not fire before obtaining valid, freely given, specific, informed
and unambiguous consent from the data subject.

Remediation: Implement a consent management platform (CMP). Ensure advertising tags are blocked until consent is obtained. Do not fire
pixels on page load.
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Finding 15: Cross-site tracking requires disclosure and consent CRITICAL

Domain: tr.snapchat.com | Tracker: Snapchat Pixel | Requests: 31 | Pre-Interaction: No
Legal Reference: GDPR Art. 13, 14; ePrivacy Directive

Detail: Snapchat Pixel (Snap Inc) was detected on tr.snapchat.com with 31 requests. Data collected: Conversion events, device identifiers.
Data transfer to: US. Third-party advertising networks that track users across multiple websites must disclose this activity and obtain
consent.

Remediation: Disclose all cross-site tracking in privacy policy. Implement consent gate before advertising pixels load.

Finding 16: Advertising pixels require prior explicit consent CRITICAL

Domain: tr6.snapchat.com | Tracker: Snapchat Pixel (Alt) | Requests: 8 | Pre-Interaction: No
Legal Reference: GDPR Art. 6(1)(a), Art. 7; ePrivacy Directive Art. 5(3)

Detail: Snapchat Pixel (Alt) (Snap Inc) was detected on tr6.snapchat.com with 8 requests. Data collected: Conversion events, device
identifiers. Data transfer to: US. Advertising tracking pixels that collect personal data must not fire before obtaining valid, freely given,
specific, informed and unambiguous consent from the data subject.

Remediation: Implement a consent management platform (CMP). Ensure advertising tags are blocked until consent is obtained. Do not fire
pixels on page load.

Finding 17: Cross-site tracking requires disclosure and consent CRITICAL

Domain: tr6.snapchat.com | Tracker: Snapchat Pixel (Alt) | Requests: 8 | Pre-Interaction: No
Legal Reference: GDPR Art. 13, 14; ePrivacy Directive

Detail: Snapchat Pixel (Alt) (Snap Inc) was detected on tr6.snapchat.com with 8 requests. Data collected: Conversion events, device
identifiers. Data transfer to: US. Third-party advertising networks that track users across multiple websites must disclose this activity and
obtain consent.

Remediation: Disclose all cross-site tracking in privacy policy. Implement consent gate before advertising pixels load.

Finding 18: Advertising pixels require prior explicit consent CRITICAL

Domain: www.google.com | Tracker: Google Ads (www) | Requests: 13 | Pre-Interaction: No
Legal Reference: GDPR Art. 6(1)(a), Art. 7; ePrivacy Directive Art. 5(3)

Detail: Google Ads (www) (Google LLC) was detected on www.google.com with 13 requests. Data collected: Ad targeting, conversion data.
Data transfer to: US. Advertising tracking pixels that collect personal data must not fire before obtaining valid, freely given, specific, informed
and unambiguous consent from the data subject.

Remediation: Implement a consent management platform (CMP). Ensure advertising tags are blocked until consent is obtained. Do not fire
pixels on page load.

Finding 19: Cross-site tracking requires disclosure and consent CRITICAL

Domain: www.google.com | Tracker: Google Ads (www) | Requests: 13 | Pre-Interaction: No
Legal Reference: GDPR Art. 13, 14; ePrivacy Directive

Detail: Google Ads (www) (Google LLC) was detected on www.google.com with 13 requests. Data collected: Ad targeting, conversion data.
Data transfer to: US. Third-party advertising networks that track users across multiple websites must disclose this activity and obtain
consent.

Remediation: Disclose all cross-site tracking in privacy policy. Implement consent gate before advertising pixels load.
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HIGH Risk Findings (4)

Finding 1: Analytics tools require consent or anonymisation
Domain: analytics.google.com | Tracker: Google Analytics 4 | Requests: 12 | Pre-Interaction: No
Legal Reference: GDPR Art. 6(1)(a); CJEU Case C-40/17 Fashion ID

Detail: Google Analytics 4 (Google LLC) was detected on analytics.google.com with 12 requests. Data collected: Page views, events, user
identifiers. Data transfer to: US. Web analytics that process personal data (IP address, device identifiers) require a valid legal basis, typically
consent, unless data is fully anonymised before processing.

Remediation: Enable IP anonymisation. Use consent-based loading. Consider privacy-respecting analytics alternatives (Matomo,
Plausible).

Finding 2: Personalisation/A/B testing tools require consent
Domain: cdn.optimizely.com | Tracker: Optimizely | Requests: 59 | Pre-Interaction: No
Legal Reference: GDPR Art. 6(1)(a); Recital 47

Detail: Optimizely (Optimizely Inc) was detected on cdn.optimizely.com with 59 requests. Data collected: Experiment cohort IDs, behavioural
events. Data transfer to: US. Experimentation and personalisation platforms that assign user cohort IDs or track behaviour across sessions
require consent.

Remediation: Delay personalisation script loading until consent. Use cookieless experimentation where possible.

Finding 3: Personalisation/A/B testing tools require consent

Domain: us3-api.eng.bloomreach.com | Tracker: Bloomreach | Requests: 81 | Pre-Interaction: No

Legal Reference: GDPR Art. 6(1)(a); Recital 47

Detail: Bloomreach (Bloomreach Inc) was detected on us3-api.eng.bloomreach.com with 81 requests. Data collected: User identifiers,
browsing behaviour. Data transfer to: US. Experimentation and personalisation platforms that assign user cohort IDs or track behaviour
across sessions require consent.

Remediation: Delay personalisation script loading until consent. Use cookieless experimentation where possible.

Finding 4: Tag managers must not load trackers before consent
Domain: www.googletagmanager.com | Tracker: Google Tag Manager | Requests: 16 | Pre-Interaction: No
Legal Reference: GDPR Art. 6(1)(a); ePrivacy Directive Art. 5(3)

Detail: Google Tag Manager (Google LLC) was detected on www.googletagmanager.com with 16 requests. Data collected: Acts as loader;
depends on loaded tags. Data transfer to: US. Google Tag Manager and similar systems must be configured to block all non-essential tags
until the user has provided valid consent.

Remediation: Configure GTM consent mode v2. Use tag sequencing to ensure tags only fire post-consent. Audit all GTM triggers.

MEDIUM Risk Findings (2)
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Finding 1: Fraud/bot detection may rely on legitimate interest
Domain: collector-pxfrhhzvid.px-cloud.net | Tracker: PerimeterX (Human) | Requests: 20 | Pre-Interaction: No
Legal Reference: GDPR Art. 6(1)(f); Recital 47; EDPB Guidelines 06/2020

Detail: PerimeterX (Human) (HUMAN Security) was detected on collector-pxfrhhzvid.px-cloud.net with 20 requests. Data collected: Device
fingerprint, IP address. Data transfer to: US. Device fingerprinting for fraud prevention may use legitimate interest (Art. 6(1)(f)) but requires a
documented balancing test.

Remediation: Document a Legitimate Interest Assessment. Minimise data collected. Disclose fraud detection in privacy policy.

Finding 2: Fraud/bot detection may rely on legitimate interest
Domain: f943c7a9bc9a.cdn4.forter.com | Tracker: Forter | Requests: 2 | Pre-Interaction: No
Legal Reference: GDPR Art. 6(1)(f); Recital 47; EDPB Guidelines 06/2020

Detail: Forter (Forter Inc) was detected on f943c7a9bc9a.cdn4.forter.com with 2 requests. Data collected: Device fingerprint, behavioural
signals. Data transfer to: US. Device fingerprinting for fraud prevention may use legitimate interest (Art. 6(1)(f)) but requires a documented
balancing test.

Remediation: Document a Legitimate Interest Assessment. Minimise data collected. Disclose fraud detection in privacy policy.
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6 Identifier Correlation Mapping

This section reflects identifier patterns inferred from endpoint behaviour and request structure. Detection is based on
observed network activity patterns.

Quantum Metric Session-level replay ID Post-interaction

Dynatrace Service-level identifier us
Bloomreach Experiment cohort / personalisation ID Post-interaction us
Optimizely Experiment cohort / personalisation ID Post-interaction us
TikTok Pixel Cross-site advertising ID Post-interaction CN/US
BrandLock Service-level identifier Post-interaction us
Snapchat Pixel Cross-site advertising ID Post-interaction us
Pinterest Tag Cross-site advertising ID Post-interaction us
Google DoubleClick Cross-site advertising ID Post-interaction us
PerimeterX (Human) Device risk / fingerprint identifier Post-interaction us
Sierra Chat Service-level identifier Post-interaction us
Google Tag Manager Tag container / trigger ID Post-interaction us
Google Ads Cross-site advertising ID Post-interaction us
Microsoft Bing Ads Cross-site advertising ID Post-interaction us
Google Ads (www) Cross-site advertising ID Post-interaction us
Google Analytics 4 User analytics identifier Post-interaction us
OneTrust Service-level identifier Post-interaction us
Google AdService Cross-site advertising ID Post-interaction us
Snapchat Pixel (Alt) Cross-site advertising ID Post-interaction us
LaunchDarkly Feature flag assignment ID Post-interaction us
Ingesteer / NSVCS Service-level identifier Post-interaction us
CloudFront / AWS Service-level identifier Post-interaction us
Forter Device risk / fingerprint identifier Post-interaction us
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7 Representative Network Artifacts (Sanitized)

Sample network requests captured during the session (sanitized for documentation purposes).

Example 1 — Quantum Metric (Session Replay / Behavioral Analytics)

Request Method POST

Request URL https://ingest.quantummetric.com/horizon/textwebsite? T=B&u;=https%3A%2F %2F

www.textwebsite.com%2Fen-us&t;=176955585...

Status Code 200

Time (ms from load) 2313ms

Host ingest.quantummetric.com

Origin https://www.test-website

Referer —

Payload (Truncated) x#enUs~B » = -VeIV¥ awZIMdaNNA§OhMT9H-

HCEee52Y6C%E%A%ABIAMS7 NemMZMOLS)cO0P<USEDFI45L M MM P2 > MasAAGEN-<
Iga%a@0%, #%D IGEEEY; ExURWEJ; HEAE! <{H:EEONENMEB ¢és+B) %4 OJEM
= AB |Ey3gm FjAm

Observation: Session-level telemetry transmitted to third-party ingestion endpoint.

Example 2 — Dynatrace (Performance Monitoring)

Request Method POST

Request URL https://bf60466jbw.bf.dynatrace.com/bf?type=js3&sn;=v_4_srv_1_sn_9RVC2700K32AICH3CE
M4UPLHGT14TUNG_app...

Status Code 200

Time (ms from load) 281ms

Host bf60466jbw.bf.dynatrace.com

Origin https://www.test-website

Referer https://www.test-website

Payload (Truncated) $a=1%7C67%7C_event_%7C1769555856817%7C_wv_%7CAAI%7C1%7CflS%7C26485%7Cfl

D%7C1$rld=RID_961$rpld=$domR=1769555853109%tvn=%2Fen-us$tvt=1769555830203%tvm
=i1%3Bk0%3Bh1$tvtrg=1$tvg=2%2Fen-us%2F%3Aslug(.*)*$w=

Observation: Performance instrumentation data transmitted to monitoring endpoint.

Example 3 — Bloomreach (Personalization / Experimentation)

Request Method POST

Request URL https://us3-api.eng.bloomreach.com/webxp/s/25eda0e4-b0f2-11ef-93f1-0a2ac15a805d/manage
d-endpoints/67...

Status Code 200

Time (ms from load) 9019ms

Host us3-api.eng.bloomreach.com
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Origin https://www.test-website
Referer https://www.test-website
Payload (Truncated) {"customer_ids":{"cookie":"d36ef4c9-ce0b-4849-a768-e91ffdccbc7b"},"params":{"siteld":"Test-us

" "language":"en","size":16,"itemlds":{}}}

Observation: Personalisation and experiment assignment data transmitted.

Example 4 — Optimizely (Personalization / Experimentation)

Request Method GET

Request URL https://cdn.optimizely.com/js/6324447414583296.js
Status Code 200

Time (ms from load) 6644ms

Host cdn.optimizely.com

Origin —

Referer https://www.test-website

Observation: Personalisation and experiment assignment data transmitted.

Example 5 — TikTok Pixel (Advertising / Marketing Pixel)

Request Method POST

Request URL https://analytics.tiktok.com/api/v2/pixel

Status Code 200

Time (ms from load) 4312ms

Host analytics.tiktok.com

Origin https://www.test-website

Referer https://www.test-website

Payload (Truncated) {"event":"EngagedSession","event_id":"","message_id":"messageld-1769555862742-497739553

1689-C7Q6EF2SLUCTJ7BSDUUOQ","is_onsite":false,"timestamp":"2026-01-27T23:17:42.742Z" "
context":{"ad":{"sdk_env":"e

Observation: Cross-domain advertising endpoint contacted during page rendering.
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8 Regulatory Context — GDPR

Consent requirement: Under GDPR Art. 6(1)(a), advertising and tracking technologies require prior, freely given, specific,
informed and unambiguous consent.

ePrivacy: The ePrivacy Directive (Art. 5(3)) requires consent before reading or writing to terminal equipment, including
cookies and similar identifiers.

Session Replay: Behavioural analytics/session replay tools may capture special category data and require explicit consent
or documented legitimate interest.

Data Transfers: Transfers to third countries (e.g. USA) require adequate safeguards such as Standard Contractual Clauses
(SCCs) per GDPR Chapter V.

Transparency: Data subjects must be informed of all processing activities including third-party data sharing (Art. 13/14).

This report does not determine compliance status or constitute legal advice.
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9 Scope & Limitations

* Reflects a snapshot of captured runtime activity during a single session.

* Documents network-level transmission behaviour only.

* Does not analyse server-side data processing or storage.

* Does not evaluate internal data retention or sharing practices.

¢ Does not constitute legal advice or a legal opinion.

* Does not determine regulatory violation or compliance status.

 Tracker identification is based on domain pattern matching against a known tracker database.
* Pre-interaction analysis uses a 1-second threshold from initial page load.

» Consent status cannot be determined from network analysis alone.
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10 Document Control

Report ID

Generated By
Source

Framework Applied
Jurisdiction
Timestamp (UTC)
Total Trackers Found
Total Findings
Overall Risk

Disclaimer

AUD-TEXTWEBSITE-20260219123911

Auditzo Automated Runtime Documentation Engine

HAR File Analysis

GDPR — General Data Protection Regulation

European Union
2026-02-19T12:39:11Z
23

25

CRITICAL

This is an automated documentation report. No regulatory determination is made.

End of Report.
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